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The nature of censorship and regulation of the 
darknet in the Digital Age

 Petya Peteva1

Latest data from Freedom House shows that, up to date, over 3.8 billion people have access to the Internet2. With the 
advance of the Information Age and with the ever-growing number of Internet users worldwide, multiple heated debates 
continue taking place on whether cyberspace should be regulated and/or censored, and to what extent, so that it strikes 
the right balance between respecting fundamental human rights, such as freedom of expression on the one hand, and 
ensuring public security and safety on the other. While cyberspace censorship has turned to be a political hot potato, there 
are still corners of cyberspace that, in the meantime, are practically unregulatable due to their anonymity and intractability 
of their users. This so-called „darknet”, while not without its benefits, has also infamously posed a considerable obstacle 
for law enforcement authorities in combating crime and has provided a safe haven for nefarious individuals and illegal 
activities to take place with impunity. 

1  Author  is a Legal Projects’ Expert at the Law and Internet Foundation 
in Sofia, Bulgaria. 

2  A. Shahbaz, A. Funk, The crisis of Social Media, Freedom on the 
Net 2019, Freedom House, https://freedomhouse.org/sites/default/fi-
les/2019-11/11042019_Report_FH_FOTN_2019_final_Public_Down-
load.pdf (accessed 15.9.2020).

3  W. Gibson, Neuromancer (Ace Books 1984) 69.
4  R.J. Deibert, Black Code: Censorship, Surveillance, and the Militarisa-

tion of Cyberspace’ (2003) 32 Millennium 501.
5  M. Castells, The Rise of the Network Society: The Information Age: 

Economy, Society, and Culture Volume 1 (2nd ed., Wiley-Blackwell 2009).
6  New World Encyclopedia contributors, Cyberspace, New World En-

cyclopedia (2014), http://www.newworldencyclopedia.org/entry/Cyber-
space#cite_note-0 (accessed 2.11.2016).

7  Y. Jewkes, M. Yvonne, Introduction: the Internet, cybercrime and the 
challenges of the twenty-first century, [in:] Y. Jewkes, M. Yvonne (ed), Han-
dbook of Internet Crime, Willan Publishing 2010.

8  R.A Spinello, Regulating Cyberspace: The Policies and Technologies of 
Control, Quorum Books 2002, p. 34.

9  J.S. Mill, On Liberty, J.W. Parker and Son 1859. 
10  A.A. Niaki et al., ICLab: A Global, Longitudinal Internet Censorship 

Measurement Platform,  2020 IEEE Symposium on Security and Pri-
vacy (SP), San Francisco, CA, USA, 2020, pp. 135–151, DOI: 10.1109/
SP40000.2020.00014.

11  OpenNet Initiative, About Filtering, https://opennet.net/about-filte-
ring (accessed 2.11.2016).

Introduction

„Cyber-space”, understood as a concept, is a borderless 
and timeless, fully-digitalized dimension, which has even 
been considered as a „consensual hallucination”3, where 
people can express thoughts and opinions and be connected 
through a global „network of networks”4. It is a revolutionary 
communication platform that has given rise to a ”network 
society”5. 

The term became synonymous with the Internet and the 
World Wide Web in the 1990s6, and when we refer to „cyber-
space” in the context of whether it can be censored or not, we 
generally do not perceive it as an abstract idea on its own but 
rather conceive it to be the same as its content. Thus, when 
we debate the issue, we seem to prefer the use of the term 
„Internet censorship” instead.

The believes of  „Net Utopians”7 – that cyberspace/the 
Internet is nearly impossible to censor – have shifted in the 
last two decades and have not held up in the face of current 
and more restrictive practices, recent years being replete with 
examples, some of which we’ll take heed of below.

The notion of cyberspace/Internet censorship itself has 
been contentious for years and can be regarded in the light 
of the libertarianism/paternalism debate surrounding it. For 
example, as Spinello8 observes, the roots of cyberspace are 
clearly libertarian, defending the classical liberal approach 
adopted by Mill9, thus endorsing a censorship-free Internet. 
On the other hand, censorship can be defended from a pa-
ternalistic point of view, in that it aims to prevent possible 
harms from occurring, which in turn justifies strengthening 
state interference and surveillance, and restricting free speech 
to an extent.

Regardless of the stance one can take on the matter, how-
ever, the reality remains that in purely practical terms, cy-
berspace/the Internet is not entirely „censorship-proof ” and 

various censorship techniques exist that have been utilized in 
multiple contexts in order to support this view.

Censorship techniques 

The so-called man-in-the-middle (MITM) attacks that 
disrupt the connection between web browsers and servers 
have been stated to be in the heart of all censorship methods 
utilized10. The OpenNet Initiative lists four different possibil-
ities for censorship of cyberspace11: first, technical methods 
(blocking IP addresses, DNS and URLs, as well as dynamic 
content analysis and DOS attacks, transparent proxies); sec-
ond, search result removals by ISPs after being required by 
the authorities or justified under the  „right to be forgotten” 
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Censorship as oppression

While many democratic countries struggle with striking 
the right balance between freedom of expression on the 
one hand and its proportionate restriction on the other, 
non-democratic ones often blatantly use censorship in an 
oppressive manner, in the form of the so-called „digital 
authoritarianism”26.

North Korea has been ranked the leading country in 
Internet censorship, where any disseminated information 
to the public is government controlled and heavily censored 
in its entirety27. China is ranked the second place, which 
has created an extremely effective method for censoring 
cyber-space materials through its so-called „Great Firewall” 
that blocks  „undesirable content from its  „netizens”28 and, 
as Deibert states,  „China… is a  „hard case” for those who 

granted by the CJEU12; third, taking down the problematic 
website or deregistering the domain; and fourth, induced 
self-censorship by netizens and journalists due to fear of be-
ing prosecuted or adversely affected in some other way.

DPI (Deep Packet Inspection) is another technical pos-
sibility and is an established practice by ISPs in China, it has 
also been attempted by a US company in the UK13.

Justifications for censorship 

Examples of censorship justification include national se-
curity arguments, especially in the post-9/11 world which 
marked the age of strengthened government surveillance all 
around the world14. The perceived looming threats to national 
security stemming from terrorist attacks, as well as external 
cyberattacks, have been perceived as valid reasons for states 
to strengthen encryption techniques and boost cybersecu-
rity15. It is a rather onerous task to define the science itself 
behind cybersecurity due to its constantly evolving nature, 
however, the  „access controls and authentication protocols”, 
utilized within its context, have been likened to the physical 
barriers of fortress walls that protect users from existing cyber 
threats16. Also, cybersecurity is identified with the provision 
of dynamic defenses, such as predictive analytics17, which 
operate on a proactive basis so that they would be able to 
detect and negate possible future security risks.

Public safety, and particularly that of minors, is another 
major factor – a harrowing case in point being the Elysium 
platform, which has resulted in four convictions18. Cyber-bul-
lying is another prominent example – it led, for instance, to 
the proposal of the Megan Meier Act in the US19. There’s an 
emerging concern about the supposedly increased rate of 
suicides and homicides attributed to the Internet, even with 
little to no empirical data to back it up20.

The potential harm of online harassment and hate 
speech is taken into consideration, some of the claims be-
ing that it  incites violence, especially with „hate sites” on 
the rise21.

There are also arguments on the basis of a loss of reputa-
tion, especially by the commercial world as it has the most 
to lose, however, the CJEU did try to provide a balance, re-
quiring  „a sufficient level of seriousness”, in order to impose 
censorship on free speech22 and national legislation as well, 
such as the Defamation Act 201323 in the UK, for instance, 
which seems to adopt a similar approach.

The views on the necessary protection of moral standards 
are not homogenous either, however, the line clearly seems 
to be drawn at child pornography24. Furthermore, there is 
„a general consensus” that the right to freedom of speech 
should be restricted if such „invariably illegal content” is 
involved25.
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Just like the onion is multi-layered, the IP address of the 
end-user is hidden under layers of encryption. This means 
that all data traffic from an individual’s computer passes 
through a multiple number of volunteering relaying comput-
ers called  „nodes”, changing their IP address with a different 
one on the TOR network. Each time data goes through an-
other  „relay”, it loses one layer of encryption until it reaches 
the exit node42.

TOR is arguably the most popular method of accessing 
the darknet, it is, however, not the only method, and others, 
such as the Invisible Internet Project (I2P)43 and Freenet44, 
are also used as alternatives.

Different uses of the darknet

As we can see from the research of what the darknet con-
stitutes, the concept of anonymity is at its core.

The primary purpose of onion routing is still relevant 
today and a substantial part of the users are  „military, gov-

argue that the Internet cannot be controlled”29. In its 2015 
Report, Freedom House displays numerous topics that are 
being censored30.

Other countries, such as Russia with its  „blacklist law”31 
and Vietnam with its Decree 72 law that criminalizes govern-
ment opposition32, are other instances of increasing attempts 
at filtering content and oppressive censorship. A recent ex-
ample is the turbulent political situation in Sudan, where 
authorities imposed severe restrictions on social media in 
order to prevent people from sharing and receiving informa-
tion in regard to the now ousted President Omar al-Bashir33. 
Also, concerns are currently on the rise in regard to the new 
Hong Kong security law which significantly limits free speech 
and increases surveillance34, as well as the newly passed leg-
islation in Turkey which would expand government control 
over content on large social media platforms on its territory35.

What is more, oppressive regimes have not only utilized 
a multiplicity of censorship techniques but they have also 
vastly manipulated information on social platforms, as well 
as frequently undertaken unregulated mass surveillance, 
therefore grossly infringing on both individuals’ fundamen-
tal human rights and data protection rights.

We should bear in mind, however, that as vast as the 
regular Internet is, it doesn’t constitute all of cyberspace. In 
fact, censorship is not limitless and there are still some parts 
of the Web where filtering practices don’t work as they are 
hidden under the main surface. This „censorship-free” world 
frequented by anonymous users36, referred to as the „darknet”, 
is precisely what we turn to next.

What is the darknet and how does it 
work?

The darknet is a term used to separate it from the Clear-
net, or the cyber-space with the websites we’re using on 
a daily basis. Its so-called hidden services constitute a part 
of the deep web, which is simply content that is not indexed 
by mainstream search engines such as Google and Yahoo!37. 
It can still be accessed through standard technologies (e.g. 
HTML, CSS) and web browsers (e.g. Chrome, Firefox), how-
ever, only with special rerouting software38, which hides the 
IP addresses of their servers39. Thus, the darknet conceals its 
users’ identities, provides them with anonymity and makes 
them virtually untraceable. 

Its roots stem from the US Naval Research Laboratory, 
where a team of experts, using the work of D. Chaum as a guid-
ing light40, created the revolutionary onion routing and its 
most popular application – TOR (The Onion Router). Its initial 
purpose was  „to protect overseas American operatives and 
dissidents”41.
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individual is visible by anyone that has accessed the specific 
website as it can potentially be used to identify them59.

The darknet also serves as an incitement for law enforce-
ment to keep up with technological advancements in order to 
tackle the criminal activities reported to be taking place there. 
Examples of this are the FBI taking down a major child pornog-
raphy website by using a new hacking method called NIT60, Op-
eration Shrouded Horizon61 and Operation Hyperion62. More 

ernment and law enforcement organizations”45 within which 
sensitive information is often discussed and it would certainly 
be dangerous if it fell into the wrong hands.

The darknet can be and is used for legitimate purposes – it 
is, for instance, utilized by whistleblowers, such as Edward 
Snowden who used TOR with a piece of technology called 
TAILS to inform the media and the public about the govern-
ment surveillance46. The new WikiLeaks submission system 
is also exclusively accessible through TOR47.

It also plays a major role in some more restrictive coun-
tries with oppressive governments, where anonymity is not 
an opportunity48 but a necessity if one wants to have their 
voice heard. Jardine49 supports the rhetoric that all points of 
view must be considered in order for democracy to flourish, 
views previously expressed by Mill50 as well. In Russia and 
China, for instance51, Internet censorship is nothing new. All 
Chinese ISPs are required  „to register with the police and 
all Internet users must sign a declaration that they will not 
visit forbidden sites”52. China’s  „Great Firewall” project was 
also able to censor TOR, however, ways to circumvent that 
hurdle have been discovered53.

TOR has been associated with the Arab Spring that took 
place in the Middle East in 2011 – David Appelbaum explains 
how it was used by the political dissidents and journalists as 
well as the general public to give birth to the revolution54.

The shroud of anonymity that the darknet provides is also 
a desired alternative by young people, such as the Youth Lib-
eration Front (YLF), members of the LGBTQ+ community, 
as well as other disenfranchised minorities, which use it as 
a sanctuary in which they can feel comfortable and secure 
without any of the pressures and constraints of the Clearnet55.

Still, primary due to the factor of anonymity as it has been 
reported56, the darknet is largely associated with nefarious and 
illegal practices. It provides for a large number of crypto mar-
kets for drugs (such as Silk Road57), child pornography, weap-
onry, and, allegedly, the services of professional hitmen58, all 
the more easy to purchase as it operates with cryptocurrencies. 
This means that, even if censorship is applied as a safety meas-
ure and is justified on the Clearnet, this step is undermined 
by the crime that reigns freely on the darknet. This brings us 
to the inevitable question – how impenetrable is the darknet?

Conclusions

While currently it is rather difficult to see how the darknet 
can be regulated in the same manner as the Clearnet, due to 
its very nature, including through legislative provisions and 
government control, to say that it is a cyberspace that lies 
entirely outside the limits of the law would be incorrect. For 
instance, even though the darknet protects its users through 
providing them with anonymity in terms of their identities 
and geographical locations, any data that is provided by an 
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recently, in 2017, two major darknet markets, Alphabay and 
Hansa, were shut down after a successful international po-
lice operation63. Authorities, apart from monitoring darknet 
websites, utilize the help of companies, such as BrightPlanet 
and HoldSecurity, and there are even vigilantes64 and  „hack-
tivists”65 that take matters into their own hands. 

Challenges, however, still remain as the illegal net-
works  that are taken down are quickly replaced by new 
markets, which maintain the resilience of the overall struc-
ture66 and thus, further national and international coordina-
tion  between authorities is needed, as well as an increased 
understanding of the nature and modus operandi of the 

darknet itself in order to successfully tackle such criminal 
activities.
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